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RESEARCH ON EXTENSIBLE POLICY-DRIVEN
NETWORK VULNERABILITY SCANNING

ABSTRACT

With the popularization of information technology and network culture,
system security, network intrusion and hacker skill are becoming hot topics.

While information technology makes people more convenient and effective, the

requirement for information technology security is also getting more urgent.

Nowadays more and more people are getting interested in hacker skill, along
with the increasing of the hacker websites in the Internet and free downloading
of the hacker tools, the threshold to be a hacker is getting lower and lower.
Meanwhile, various viruses emerge with more harm, higher frequency and
spread speed, information security management is suffering tremendous pressure.

Generally, hacker and virus intrude a computer system by exploiting some
security vulnerability. As long as all the security vulnerabilities are found and
fixed, almost all the hacker attack and virus intrusion will be prevented. Security
vulnerability scanning can detect the underlying security vulnerabilities in a

system, so the network manager can know in advance where the weakness of the

~network is by using security scanning, then fix and patch these vulnerabilities

in time, and the network security will be ensured consequently. .

This thesis at first introduces the definition, the cause, characteristic,
category of vulnerability, and some key technologies to implement network
vulnerability scanner, including the principle of port scanning, vulnerability
scanning and the two methods of vulnerability scanning such as knowledge
matching and attack simulation.

Then, each attribute of vulnerability is analyzed in detail combined with
vulnerability scanning, how to detect a vulnerability using the various attributes

of the vulnerability is discussed in the thesis. Based on all these analysis, the
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principle of policy-driven vulnerability scanning is analyzed, a design scheme of
policy-driven vulnerability scanning system is proposed, all the system modules
and their function implementation are introduced. The scanner is based on
information gathering. Before the network vulnerabilities scanning is launched,
the Ping test, OS detection and port scanning are first carried on. It can reduce
blindness. The scanning plug-ins are used to examine the system vulnerabilities
which are compiled to dynamic link library files. When new security
vulnerability appears, we made the corresponding plug-in, and then put it into
the plug-in storehouse. In this way the scanner has a good extensibility.

In addition, based on the analysis of the implementation principle of
vulnerability scanning and the packet analysis captured when some scanner are
working, the scanning methods to some common vulnerabilities such as CGI
abuse, buffer overflow, DOS and simple password are put forward, how to use
more characteristic code to detect vulnerability is also analyzed, and the
programming using WINSOCK  API is also introduced.

At last, the scanner’s validity is proved through system testing. Moreover,
compared to Xscan in scanning time with two tools both selecting the same
vulnerability scanning plug-ins, it is proved that the policy-driven vulnerability
scanning is more efficient, this advantage is more noticeable especially when the
target host has less open port.

In a word, the design model of extensible policy-driven vulnerability
scanner is introduced in this thesis, which makes use of the information of
gathering module including port scanning, OS detection at first; then call the
corresponding plug-ins to scan security vulnerability based on the information
about the target host open ports and OS type. At last, it is proved that this model

can reduce blindness, and it is more efficient and accurate by experiment.

KEY WORDS: network security, vulnerability scanning, information

gathering, policy-driven
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S EBIX LR B T

1) P Tk

ZrPREE (buffer overflow) &—FiFE EBAEMRR, EEMRERZEL
LSRR R AR AR, i X i HH O AR R PR AR e 1 R b B A — B e HE R
siel, i@ Frh R et My, WU EREREENAREBERRENBIRE LW
FEHIBL

ERRERER —MHREZEMF RIS TEKMFEHE, MEFESMEHHE
THRMRE, NTISBREFETAN, REEFHDD, EEEH. EHik, ShXik
XM T RFHITREBGEN TR, 1 E iRl S EF
MM X B EKENAR, BHREFRER, AiERFEmiITHEES U
LB BERM K.

E ARG X R R R R E A E A P BRI EORSA S,
Bl R — N CRE AR

void function({char*str){

char buffer[16];

strcpy (buffer,str);

}

M strepy(H ELEAE streb M A B & I Flbuffer . X R Esuelf K TF16, F
g Bbufferii th, (FREFFEIT . '

R, FEEAEFE P EE R0 R E E— R R & 9l Segmentation fault (431
RO iR, TIARERIBEA B 8. BE WK B8 I SIS S X R s
IT—AH Pshell, FilidsheldndT Kt dr4 . iR %485 )8 Troot B A suid S R 1115,
KB FIRE T — N ErootBU R Hyshetl, ATLAXT REMATEEZHRET .

12



KRBT B A S A8 3

SR BRAMREEREZMEN. ERSENE LHOE MK B TR HE
E— TR BRGEBEAMED LR AR,

FER I FE AL b B Y IR A, AT LU 3 e i g Rt . 3
B AGH IS A HREE, WERRAAFE.

B4, FGRFEARERES BT E2REN, R HEEFENSH
MEE. ERMHHERT, ROETUST RN HRFERREHEN —SREER
ERBH R, AR KRR R CFEERT.

2) LR B |

B4R (Denial of Service DoS ) , MM FIZFp 7 LR B =4 RIS
MkE, DoSERA—FIRFEIAEREUMBRA R, EHBEETIHEMNBREREF
ABERBEMER, HEMNSTRERARAURE, SBEMXBRRAME AT LETH
TR 5 L3R I A 48 IR ST o

DoSK M RA R HILBEH RS B R EAE A B Ik,
BEB/KEEEFEBESHFREAER, b2 hEN, FUREZE—HEFFE
FEHHE, AEEXKERNBERGLETHEBER. SREFBEFR—EHREE,
HESEBN TR, REESTEEEFR—HER, XPIRAMESR, BRE
FHURS 88 IR R T R

AR IEA R % Wi (Distributed Denial of Service DDoS ) : B R —f# T DoSH
BHRERELREIE, B—HMA. UMERKIEEE R, EERE AR
Wi, DDoSH TR A —HZHHI N m B N RREGE, EERBAENE TG
S N &, FHLBERAMHEIE.

DDoSH#i 4 A3fE: Wi . T, . Mdrd AN EIR Y HEE
&, WURME EMEA—E TN, BETUR—ANESINESEN. hEERHAEAN
WFHidiE, EREEmAREGa4S. FRERNEE IEEAFEHMN—LEN,
X FHUE S BB BRI EN. EEmENR TR TRENERF, BEe
OATEI LR R R AR AR S, PR LRI a4 RE B EN L. KBS
ﬁ#&%&ﬁ%%k#ﬁﬂ%ﬁmim,EMtE@ﬁmﬁﬁﬁﬁ,%&#ﬁﬁiﬁ'
R RE A B ENRBGNRATE, EIERSHFENRERS.

Wik KEDDoSKEME —F, A FREINTERNET LHRFANEN, ARH
ZRARAN EVIF BN, B oPEANREN ERERHERF, K80 E
RUTHY TR, —SBAEHELRHOAIES, BE &80 ENE 7R, EX

13



KIRE URFME IR # A3

HE S FPHAEEARRERSE. BTREEEEGRY, FUARERAEZH
BRI, SURIELERMN.

3) B4 ¥

A4k th 2 RAPAR P EM B —F, (R EHH RIS H A S 2%
K, THREERLRNME, TUEZAREHEFENREHAR204. i
LAS B s st v ot P 8 Bl 4% AR P2 S i

HERZ MMM ERSBRETHFE2MO4, WTELNET, FTP, POP3#
Windows SMBS RS ANRHEMBREEEREMAFBROS, RAT LR TS 26
WA ERSHREN. BTAPANSEEANREZ, FEAFRRIO40®
BEALHSE, AREWUBLRE - H—RITT BN EF 2048 5 #0
4, R BRI T N B AR B R IRG AT IR B R, X PR AT AR R
—FAF /04, 55b, 8T Unix ¥ FingeriR 45 28 Windows B INetBIOS (45 3 A< 4y
NEHRGERS) RE& 0T LEREE R EN LA PSR, XX EH P T3
LB G A T NN LT

2.4 MEFEAFHS[ONBRIARSA S0

HANTATRENMEZEEH TR, RARAEZKL1995F4HDan Farmer
M Weitse Venemaf ! (FJSATAN (Security Analysis Tools for Auditing Network) . Ei&
UL T, AFKEIFZUnix RE, SATANAM A RE—A-HTMLAE, &5
—MEAMSGRUMAFP KR NRERHEAR TR, SATANMHESIRRBANE
g, B eR AL EEERNER, TERAERT B, M, ZR4R
RN—0F, BIECLTER.

NMAP (Network Mapper) 2 X4AIEZRAHFMaE, HEABERH T RS
(7% O 134 77 7 R R fe SR AR KB AR (E R GIRAIThEE, EREIm DR/ e
& TCP Connectidii. TCP SYNiI#i. TCP FIN#I##i. TCP FTP Proxyi3fi. FIHIP
FragmentsfISYN/FIN$3 4. TCP ACKHIWindows#iHi. ICMPRAMSEL AMEA.
Nmap BARE — MR K D Af TR, AR T REAMBRNIIE, Tt H
b LR B S5 0 AT IR AT

Nessus!'”) 2% ARenaud DerasionZi5 i), 25— HRFBENENS. H*
HF RS2 SCVERHERAN . ZRARFAC/SLEN, ERSHFMTHME (plug-
in) KRR, AWAFMAPITR BRI, XS4 T AT B HSE A E S

14



KRB R AR X

TEWE. KRB IIHBESNER, EAARERNY R, BEEEETEUNIX
RIBERSTES, BRT —ERRRE.

X-ScanZ B EHE “EAER" REK—AEIT T WindowsHh 5 T ) fE 5 AR I A
KR TR, ERERERATMMGSTRIRESTN, BMKTFSHEEHTRE D5
E, AmAERERDS.

BRI, AANAHTRABE BN SRERE. WREFRARMBARN
RIERLS RN, HRTENEREAN. RENEFR, M ASEHAESTEAZEERR
TAEELD. W, STFEAHRAERNSERETHEREME, RINLAFEATREE
ARA KB BARNA.

2.5 WEAKMBENERESE

MBEETTHUnx R AR B — LB 8T, RBINE CEURTHES
MRS BT, AAEEMDRORADMEARS. 4852 eamBmny
REE, TUATH S R AR R BRI,
1) EFHEME (plugin) BEE R

FHHERE SR NAE REROR A YEEMNELHRRN, RFERDHHE
HREMALT,; TE, HFREBHOBEESMEL, VAFECOTREEE. X
B, ERSRFARFEAK S MARKNRRERMERZ S RER 0T R,

2) {EHfEBILEIRHECVE .

B E RS R R A AR 2P B X FCVESG SHrE, CVEERAMS LLE
WFRMEE ERdRE. B, RACVERERLHIRARHMRNBRZ—.

3) MESPAREFIELTFHERRE

HETRRANEN R AR ERRE RIFRAMRE, R ARRR L — Lk
Kk, BB ZEERAET — M BEMITE, HREZLRHERENBRTR.
FROELFHRL, NANEEEELRA, EARY AR M E A AT
HAMBME SR, FEYAKRY BHELRN, NAESERERI—1ZE
WiEERRS.

15



KR NF AR A FAe

FZE XERANREENBRS

3.1 413w

X—-WrEEA2EIREARFLLE ICMP 3% TCP. UDP &K, MEMHAFE
FERMERENETFE. EX—MBEHNOEARBELRE ICMP A%,
ICMP. 3[R ICMP. TCP f34f. UDP 34f.

3.1.1 ICMP 138

VB ICMPH ST Z BT B T8 A48 — FICMPH Y . EEEM ISR ICHMY (ICMP)
RIPEHI— MRS, AREEEERINEMTEEZNGELE. 2% HHMpingdy
22 FHRICMP. ICMPH CE FEIPHUEM W B HMT. ICMPHIIEXAMTES L
RFC792.

ICMPHSFI A T H R ASIMICMPIR 3L, BIICMPE Bi%k . WH ML LiZIICMP
I B iE KK EH S AERE REICMPRIB A E CEER0) I, X#E, mBRE
HWr K 8 BATRIICMPELE 72, BiAESE Biw B i TEERA, T YIS #)
M ENBRFEL. TRXMTERASA ENHRAICMPES . XEAKRER B IR
REEII 5

ICMPHS RARIFH T, EEHA+4mE. Bl EFRA] LIBHLESICMPHE 8%
SRAE M

3.1.2 [ ICMP
HE AL EEAMEN.

b, HiESTF UNIX £ A4, Windows £ 2BXfiEska; HALSHRSTHR
o

3.1.3 FEE ICMP

MR EFEYEET 1ICMP [ SRR, IRTT LIS A H 2S5 ICMP

16



ALK F R W AR X

WM E R ENATES, FlmAERG 13 6 ICMP W3 (REERER) FEE N
17 B ICMP R (BRI K) . ICMP HEEERAUYRERN S — P RLE W
LRTRETE, ICMP Mt HFE kA TR/ RLS | I EPIRE A CHTRED.

xtF ICMP HALFEEE RIS, B RFC1122 ME, RIFZHULFLDITE
BARE, FU-NRERMELEMIEINNE C8T BAEARE, DAUETHRHRA
B) . BRXSHENEREERN ML LZ—NNE, BERLENCSREES
WM., FTLABTTLMERIKE, 1769 ICMP RSCREI EHLR TR .

3.1.4 TCP 34t

HREHIh (TCP) ANFAZRM—FErERN. TRNFTRRS. BF
A “=%BFE” WFXBLEE. TCP MIEXMES LRFCT93.

B TCP ¥EN “ZREF” MHEBWT: FFAWMELERE—TFSA SEQL
f SYNHRE B IR B EIRS 3B . REBEWIZEELSE, WRABNE O IEE
iy, MWK —AFS A SEQ2 B SYNACKH M, HHEEABMNHINFS A
SEQI+1; MMM D8 M, WeR—4 RST HiRE, E4ERTERE. ZFHE
WREZHERM SYNJACK HiEG, WHERE 1 ACK HIRERIRSS, AR
SHMTAFS Y SEQ2H. Tk, EEEIHRIN. i

MR EA LE, WRAEREAE—A SYN 3iEE, muamemu-‘
A SYN/ACK H#a#—1 RST A, HLRAHIFLTHFHERE. XME TCP
AMMERRE. SHAM, BLmERRE -1 ACKEER, LB RFCT93 1
e, mREFRFE, N3 —4 RST HHEQ. '

TCP AGERREFA ICMP hiGETHRMEMAE R, FLBERMMK. &
TCP Bt AREAHZEHN R, FEAFOP RS RSTEIEE, MHERL
KIEE T EVAFEOEL.

3.1.5 UDP 134t

FI P EERREMHL (UDP) & —/ME M BRI E ML, UDP BUEIR thibis
16 1P H 2, RFC768 = UDP PHYBIIERMTE.

UDP YHIGHINZ — &, S — 4 B i 09688 & F 0wk A R8s
W, WEZE—A ICMP 3D ARFEHARS, TUAMAMEN, X8, mREHABFN
B O % —A UDP #BRz BN E) ICMP i DR BI85, NIRM B

17



N N B e il e e T VA s

THERS, TR EFEAELRE HIRRAN UDP SOEITITM. :iT UDp
N ICMP HHREA LR DE, ERE—NEIERE LEEZENRER, TR EZEN
RIEFR UDP iR LERIA AR A REE RIEE . X REARAE, FEAEb
AMPFJORHEATREER UDP HIEH. 75, E—1# UDP @ DET £R18M,
[EJ RFCI812 [ 4328 3 ICMP $HiRVHEMERMT ME (Windows R
FiE RFC Mz, WX Windows RHHI4M). N Linux BIAE (F
net/ipvd/icmp.h ) BAEFFEBMATREHERERRSE 4 ¥ 80 &, MEBL L
PR, MEHEIn 1/4 BRIEIR. Solaris FEE KRG (RAGRHRMSIER),
AR EFRERAE S KM AR, UDP HAfEH —MFL, RETTLMER 1P I #EH
fk, A LA E R O K% UDP W, wRFAETERER
T, BEERERE HIRMEH ICMP O AT REMERER. 2R, Xthnlgki
A% B T DoS (Denial of Service FEZEMRE).

3.2 IO

S P HA R — T A SR A EOR 12 R G D TT U L R SRR A ik, @i
HOBHEUTURREBRRENARGHD . BTRESER. MOHBERRRMTE
HEg—F. #ok, TBEMEROTFRARSHTUEE—MER: K, BTFRERHR
R EANWO, FERMEH, Hb O34 58 0 a DR & H BRI K- &
.

¥ O TCP O HIUDPHR H 2K, B T TCPEMICR H EEREN MY, X TCPHH
TEB S, 10 kAR — AR R R B S SR SHB IDS A K1 (K S R A R B
AR HHTCPY O, BEHMMESEERE, MELSEARNER, BT
LLSRBERT k5 4 Bl BB TCP SYNFIHE L R oAt — AR I ER,  LoInTCP FINSH.
TCP ACKF % . UDPH: )77 ARt LD, @ % HUDP ICMPH: LR TEH
#, THEES RN EMA.

3.2.1 TCP # O3

— A INTCPEE B SE L 2 B = YR A AE, — ML P BT L i
FUATEEE, AR R, RN S AR RN RIIRE
Rk B, T AR SRR AT N, TOPR B 4k £k

18



A KIS AR

TCPAPHMYA & RIS se R — A B IE B B F L.
TCPE# AL M I BI3- 18T 7

Ty (16 40 Eivimn (16 4i)

Fs (324D

WA (3241)

Ul Al P} R| §| F
HEKE | "W | R| C Y
gy | #M | G Kl H T{ N| N

Bk (16 4

17
w
_—

B (16 £ Bauast Qs

®IR G5 iz
Bl

B 3-1 TCP R L 444
Fig.3-1 TCP segment structure

HHPH 6 MEEA, SBETRA: ACK, SYN, RST, FIN, PSH fl URG. &
FREFERAE Xk 3-1:

£31 TCPAEFBREEHAEN
Table.3-1 The meaning of every symbol field

B HERE 1Y
URG EZEHFREN
ACK B FERAEN
PSH KRB R HE(push)$R 1F
RST EEAM
SYN 5 HE

FIN REHFHUER

R, ACKEEIRUMWARF SHM. HHH0, RIIEQRTNS W28,

SYNBE1, kv — A, fERHRiTfT, SYN=1, ACK=0, 1587
SERRHEM . TEXHER R RS R BB WA FRSYN=, ACK=1.
T, SYNIli2 PRIV SR A B R M2, JEF ACKIE A PIRIM .«

RSTH#E1, FRER—AER BT—4& ENBRR— R E S e

19
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RELN) o RSTIEHAIRIB AW — LR TCPEIR A, 304 FRIEh— N ETE R
I K.

FIN#E1, FRBR—A SR, RAREECREHEELE. ESYNRIFINEG]
I TCPEE B A #RH — AN WLUFF-5 4 3iE 47 42 B8 TE A8 AR oAb 2

PSHH# E1, RUHITEMHHEUE BRI B BIME W EETHANART L.
FEAE I TCPAP UMM BEAT B A B i, AR £ #A 5T 42 TCPHR
5.

1} TCP connect() #3#

XRBEEANTCPHAM L. EHBERGEMM conect0RERAKE HiFEN
RITCP# D HEATERE . W0 R connectERER Y, WH BRSO AT MUPRE. #FHiERk
W, T B i 1 R TR

TCP connect()/7 i BB AN R R AT E AR, R4 REMR A P ARl
W connect) R . H—MEAKREER, ETCP connect()F7iERI%k 5 £ C 1R A S #
Rk, FEEGEB ASETERE. RN BRI A S-S LR —RINERER
SHNERBTIFD IR E L.

FATCPER B M= R EBEFRHE, F/RM R NER e E TCPHIE
AP REAERE, TTLLESI100%K R . ﬂi)ttﬁﬁ%ﬂﬂ’]ﬁﬂ%i%ﬂ?ﬂﬁ?@ﬁiﬁmm
Rsee i s R.

2) TCP SYN 344

RMBEAEFANAREFRAE, RRRAAMEFALETF—NEEMTCP
EE. BHEFRENE—PSYNERE, TEEETT M EROEEIS/FRN
—# (BHXETCPH=ZXKEFRV —ATCPEHENITRE) . —PSYNJACKHIREE B %
A DT RAE . —ARSTRE], RoRMH DA LFHUIRE. WREE—1
SYNJACK, WHH#EFLABFRE-IRSTES, KXAXMERLTE., I
AR EET —BRASETERTEN LB TR, BEXMyEnaR. sREFE
B EA R A R B CRISYNAUE AL,

3) TCP FIN ##th

FEREHHT, BER SYN FAMBARMBIRIEEE. —Leby k%R IR r At
BB SYN HIRE U R — D RE VA RN O, MRS, R,
FIN BiiEHH AR LR NAER, TR BERPPL B i 8 fw
RiE~A FIN, HH RFC 793 M1%0E, BARRSP A XM D £3E A4 RST

e 20




KRBT R R Aie 3

RE, THTTFRs 4 ZAREIXEE K.

. BFXAEARRESHEER TCP =B FINNAEMES, FUEERIT
FFHk, MTH SYN HA#iR#&EE, FIN ZIT0Oa%ET AN SYN G1a
ki

Bed: PR OSYN B, FEAOHEHES, ERdBYAPRERNA,Y
HEITMRSKAM,; WA, HTFRHKRHFRA RFC 793 X5, BrbUXFa#75 5K
%t Windows REE AR .

4) TCP Xmas ¥

iXF A TCP FIN BRM—AERM, HEEE FIN AL, TRHEE B
REMIEEROEE NS FIN, URG Hl PUSH =/ MrEMi¥IEE. &M RFC
793 #i5E, ERRRZTHHE XA O ZEE 1 RST 44, EWHAMGTHEEL=
R A S, BASETRT FIN 32 adBiEF, EREX Windows RAT
.

5) TCP NULL H3##

EHES R R, - ARER R ENETEER QAR E A
AEEFREAR TCP B

6) SYN/ACK $3H : >

RFAFEEET TCP ZIREBETFHHE—F, HERE SYNJACK ﬁﬁﬂﬁmfam n
REOFFIN, HIREHURE RST HUEE; WHRXEA, WAREMEMEE. EXEIM
FENEMREE BN, KOERSRUG ST EESRE, XHTER
3R] S22

SYN/ACK MM A ik, WILEIFEAR IDS. . JBEBEASBE,
CE R

3.2.2 UDP 13#8

R E# A RFIARR UDP i, ATASKRIEART I UDP 0. @M E
PRI DR M — UDP A, MERIIKEBROARTIEK ICMP HR, WROFEXHAK,
BRI R ELIT I

XA ETHELS oot AR, BT RFCI812 A XME (B4R 3.1.5), &M
HEHERESS. T Microsoft 28T RFCIS812 HXAEN, BICABATALIRES
fi Windows EH1_L &) UDP 3.
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RSB VR B R AR S AR X

BT UDP R [MAEERE N, Rtk L faE, 20 SR EE K% uDP
B3k 4 F A

A, P EREAN AN R BRI FEERERE. £ LRRX A
iy, GEREAELIRSTHAEN PR, BAS, BT REARnELE
AP,

ST LRI, FREERTERER THORERR, WHRKXNBMEME,
FUE L RIERER Y. GEFE, AXAHNGRFIEFHRL P 0 A EFR
MR EAEERM. TCPSYN FHHA.

3.3 IRMERGKRM

PHER, ERXZHEMIFNZLRARSHETHRERFHEEENXR, BE
REZ2RARNMNRERSRAEFEEN. RERR R KRR ERSE RN
N, AueEH B R ERRNE SE, At Bix 8T ie4. BT
HAREREW T EEETUS A=K FHRSHEN (Banner) {58, R IFHH
i, FIF TCPAP HERGTREL,

3.3.1 FIAZESEE: (Banner) {58

A RGEHEARE B RREHRRN TS, E4MRERIE 1SS EAMTFL ML
ERHMTRMEA, BAERSHEBRT, RIEALNLMRE D TELNET. HTTP.
FTP. SMTP SSE#MaRER “S4 7 L0 TELNET k%, HE#EUGEHSEESE
LT EME B

Red Hat Linux release 8.0 (Psyche)
Kernel 2.4.18-14 on an i686

WRERER, TR B AR RSB ITHIHRE R SR Red Hat Linux 8.0, FRf, X
FOTEEIER R R . EREREHRT, TEANTRESBBLSBREHE
AHEGME B, BUE BiRHL8 F R R VR IR BRIRS, ERRENERT, XHy
ERARRIEERT .

3.3.2 REFHMATHO
FEBRERENE AN AKRTEEFRK HFEAREERRRTTRAR DS, ¥

22



PV
ek

AR RE R A S i X

X e O 5 AR R ST H R AT BAERE, o LURBHM B4R RGBT
FIERER L. B TP D (Sunrpe portmapfi 45 ) (M1FR 408 ¥ & Unix, I
137, 138, 139, 44540 FR SO0 % R Windows.

3.3.3TCP/IP HZiEL

FIR TCPAP HARILIRABERERIEFERKBREN —KHEAR. NREL
¥, B FXRFCHAEMAFEM, FRORERR WERELIATCP/IPHER
MR ESETT RS FECE MBI . Besb, E i T FRREREMAT HEHER.

1) RFCHITE P FFfE & — vl i RO IE;

2) FuF B R TCP/IPHIIL R ST it s

3) HEARBMRFCHERITH .

I AR AT A X L TCPIPM R IR X MR T E R, MBS HT R M
RS, XHE “HHRISLERAE”  (Stack Fingerprinting) PR,

B o EE MK RS TRNE AT T /LM TCPRR 4T, ICMP MRNZ4T
TCPEAL TN M7 BB RHEHRN .

FIFITCPAP SRR B RAE R4 HA T BQED. FINGH. BAHHN.
TCP ISNEXEEIRS. 1P IDEUEERI. TCPRIEIZNEHRN . DFAZERH. ACKEHFHN. ICMP
HARE BINFIER. £ BIEHHRIATCPETURIIE

ICMPWa 2 43 47 Sl it & i UDPERICMPRITE R L, A TICMPRE, RYEMN
BAMERKESFFRNRERSE, RARESH (28],

TCPE {4 HE I 247 BIXSYN i3k = KB FAE R FH w M B A7 MK SYN/ACKM
Bi, BiFENSEER EMNBREHTEESYN ACKE, HTFARRERERATR
MESTEEHE, EANENRREEERN. REVESIESERZEENRUR
B ANE, BERNEESHERIRE P MIEQEERHILE, KB ER
FHREREEEP,

BB P IURR 3 SR A BN I B SR SR SUR IR ML, AR 2 AE7E FiXF 5 A
EFF BFRREESH, TRBTREBFMENES, TNAERENLRER
HRR, WA TTL, FOK/A. DF . REBVFLEAMNGIERENE, HRE
FRAMES. EHTEEERAMEEEH, BAERFHEEI.
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KB IKFH IR EAR X

3.4 MEHRIZEM—WINSOCK #5E

22 4 WG4 4598 1 TCP/P B 3R Client/Server (I SC B, R Wi 4 B MR 5
2%, T H RSy 250 W N IR R R, JPREEER . AT IR 2R R AEE, 3
AHETRARETFE. Socket (EEM) RMARFSTCP/IPHHIZ BN mEED, £
BH T I R Client/Server /7 s R

~ WinSock;2 MUNIX R Gt ) Socketi MIFAET K 1. Socket 4 T201H 80E {47,
EEBTH R R THEVM (ARPA) A INFIFHE T K% Berkeley MR T % 4,
FFMAIEUNIXEE RS T LIMTCP/IPH N R D . FEHEAN AR ATCP/IPH
BMETRT —AAPI (Y HEFED) —SocketiE 1 (EHEF) . 3| T 201904
R, B — RS R, 058 E K Sunf Microsoft 2 7 %, LR%IET —%
WINDOWS T M4 4ifE 80, BlWindows SocketsfliE, Ri#KWinSock 7. WinSock
L E—ETHE). EFE R Windows F IR BRI O . M19914E#1.0/K
19954E(12. 0. 8h%, LT AW E H7EIntel, Microsoft, SnEATHKIIEHETF, &
F% A Windows P 48 R F2 10 33 51 R 745 #E. H A0, WinSock}5E X B H 1.1/ F2.0/% .
WinSock f 5 #1 #8€ & TE winsock dIX M B A B EEE ( WinSockl. 184 7E %30 A
PErf, MWinSock2.0% Ml fEws2 32.d11) . N FTER I F WinSock APISLELMIE
Z B . WindowsEERF NFHTEHMGRGHRIEREERERALRE
R RIEAS CAE. A2 B0 2% R B 3-28 7% .
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R M T o A SR S (A

| MR 1 |<—>| 13 IR 2 ]

A A

y 4
ﬁﬁ?&ﬁﬁﬁmﬁﬂ Windows Sockets |

3

h 4
| R 46 30 15 WMSURR 5 40 TCPAP % UDP |
[ Y

| f‘ﬁ:ﬂ??n%ﬁﬂ Windows £ I

h

Y

r BEBEAR |

B 3-2 #4454, A A42A f Windows socket 89X £
Fig.3-2 The relationship among OS, application program and Windows socket

# F B Socket X B H B i A Socket (SOCK_STREAM ) 1 %115 3 3\ Socket
(SOCK_DGRAM) . fiR.Socket /& — Rl ] i #: i Socket, 43 H M ZEZMTCPAR S
RiFE: HOEIR A Socket2 —Fp EE M Socket, WY FREHFUDPIRS . XPIF
E8OARKIMHARE. KN -MRRHEED (SOCK_RAW) RE THER
eIk, T LUE R O M — R AR, BT LUE L EXY
B BSR4
EXEFEMANA -TAXHERZN—SERRAY:
BEAMEOBRERTF Rflsocket), HEHERH-
SOCKET socket( int af, int type, int protocol);
5 R4 230 B A A K IR B connect(), HERBERA:
int connect( SOCKET s, const struct sockaddr * name, int namelen);
RN —MEE MR R F ER IR R Hirecv(), REA:
int recv( SOCKET s, char * buf, int len, int flags);
[ —A RERMERT KB EIRI i fisend, FIREN:
int send( SOCKET s, const char * buf, int len, int flags);
X EHF BF L closesocket(), FHERRLA:
int closesocket{ SOCKET s);
AT Ho A — Lo B B R (R P 4 I R BRI REA T, A —— A4
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FNE REEEI NG RERAMBNEERER RGRIT
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AR R TR R IR S .
FELH:
extern "C" _declspec(dllexport)_stdcall boolean  Plugin_run{struct HOST *host)
{
struct sockaddr_in sad;/AFB E VLRI 45 #
struct hostent *ptrhy//48 8 EHLA D HI RS
SOCKET sd;
char buf[6];
memset(buf,0,6);
memset((char*)&sad,0,sizeof(sad));//iF <¥sad
ptth=NULL; :
sad.sin_port = htons(1433); //SQLIE {53 15 41433 E
sad.sin_addr.s_addr=inet_addr(host->ip);
sad.sin_family=AF_INET;,
sd=socket{(AF_INET,SOCK_STREAM,0); //TCPi& <
if(sd<0) { return FALSE;}
if(connect(sd,(struct sockaddr *)&sad,sizeof(sad))<0)
{
closesocket(sd);
return FALSE;
}
buf[0]=0x00; buf]1]=0x00;buf]2)=0x00;
buf[3]=0x00;buf]4]=0x00;buf[5]=0x00;
send(sd,buf,sizeof(buf),0);
closesocket(sd);
Sleep(2000);//55 4%
sd = socket(AF_INET,SOCK_STREAM,0); //FF IR 3 FE#
if(sd<0)
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{
return FALSE;

}
if(connect(sd,(struct sockaddr *)&sad,sizeof(sad))<0)

{

closesocket(sd);
return TRUE,; /AERRM, WEARAE THALRS
}

closesocket(sd);

return FALSE;

}

sEsh, AORETRHERRTE, FHRRFE N ERS MR AN E SRR g
H ¥R JT139804455% O, @XM D@ IZSMB (Server Message Block fRE 25 E
) 2 EE, TEMRPEHANRTHFELEXE M KEY i -
SOFTWAREWMicrosoft\Windows\NT\CrrentVersion\HotFix\Q248749” . TR AELE, WA
ZRACAEIT TH T AFEE, WHEMFFEZRR.

PLERXANSEBIRR T IR AR S B — AR, %% 28 0 IR 89 #5048 % B 8¢
M, RAKZ SRS RS T 3R R R AR S M BT B ) RO R K M BOR R, HERMRE
SRR RHH TR, FUFHHTERETEN: $--MREEsd, iR
RRRAS R EE %" HEIRE, EREEER/A, RENN THRN. #%
FHEEEIARRAS, HEEAAE S, BRAFEENIEYE. B R 2 M
R HEA, RIS oA 77 SO AT IR A IR U, BT R W e e e R I BUR .,
BIEE W LR 23 TH TR RITHRN, BRERSKKRTR. %7k
AR R0 B B L ARAE, OB I SRR T A S, R LA — e T
LR AR

3) CGIR AR s

BEAIMAHED CGI (Common Gateway Interface) 22—, foif WEB JRE%
AT HEREF G 4 SR B4 B K88 .

WEB 9588 M2 7 i 4 30 W 2% AL i HTTP 85738 33 N 5% R 48 ST AR 1Y i o %«
1 HR 55 28 HF A RRICE B BB BRI 1), HTTPLO WhiBFR A B REM, B4
HTTP1.0 ") GET 3 POST /U357 £ #8115 B bURS T X243 sk,
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L%

AR LRSI Ae X

—ANSEBE HTTP MR HTTP MARURAR. WALRERE. EgLipms
fA01

f5ln: HTTP/1.0 200 OK /HTTP R4, REH
Server: NCSA/1.0a6 B RFER
Content_type: text/plain LB LA
Text goes here-- IR

— 8% LAY HTTP MRR AR IR 5-2 k.

£ 5-2 F th HTTP " K A5
Table 5-2 the common HTTP response code

b g #ik

200 OK HRPATER

202 Accepted R EEHERTELE

301 Moved THCEBRI— LR

302 Found HERS R L BERFRMCE L
400 Bad Request WREERHR

401 Unauthorized HRSG AR R R

403 Forbidden th T AR e R Kk
404 Not Found WK e B LA

500 Internal Error RGBT R AT HUIA KRB
502 Service is Overload MRS R AT AL T B ST R

M FWEBMRS, EEEMPBRAFNHRT, WRASVRGETIITER
MCGINA, MARFHRCCGIHAREIT, REBMBER. MRALHRNESF
S, FRRSER A KA S R A

HFCGIBFFEENRZ, UHECCREFFEESHERERNRR. XLRH
1 A VL RBGEEEWEBRS B E MATERN &S, THN RS BERME: HH
WA A BT HRGWEBRS L B REEHIIR, URSIHHANE, HUEHERN
Yl %, XTWEBMR &S Z & mamt.

T ERFROEE, —RIB0ES-65R:
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B pecrrammsimsminsy | B
i ] "
3 B ¥
B g AR ol
B 5.6 O HFHa#
Fig, 56 CG1 vulnerability scanning

BE KB, WTRICHESERAMILEES, BEEENARLEG£RZE
BREER, ERESTHEBRENan, 5aFIVTEERE Tk —fE
{# FTCP/IPF B connect() 55 B #r F HLEI80%; DI BHIT IR, KR “GET+RIFFEL+1h
WA FRRINA: 5-—%# H GetHttpConnection() 55 B #7 LWL @ THTTPiE#, 1F
FiOpenRequest(_T ( "GET", $#ER8)) & Z4F1EAD.

HAEMMRBEREAFER, RINEIHHEETENME T, KAABHTAE
FFHHTTPRERR S SRR TRIARR, WEEERPRETE “200” B “202” #4TH)
i, XMAFERZHBRTRICEENH, BRIELR RN BRRHIFELECG
i, BRSFERIMEEFHAEE “200” 2 “2027, HEBREIFETIZRA,
BB BRI E] .

BAVRAWHER: REMTEACONRIMIREE BRI, RARSIESEN F
BARG S HBMR LR . BIsn xS T AL AR A Tt IR WEBMR % F H R MCGIRA,
EARFAEKNERESHEZEIFENNARER, KFaE “<DR>" MFR
H, BTELAS R IR 49 P R T AETE “2007 B 2027 K “<DIR>” 15 IRIH I
ARIRYE o

FATLL 1IS directory traversal # i y 7 5K 458 BA A1 6 L 2K IR TR 1l 7 i 1y B ks
Mo

WA GBI EARNSAR S 48 A% i K Y B # UNICODESR 84 7] LA At VR i 3T
EEMwS.

CVEID: CAN-2000-0884

RN : Microsoft IS 5.0-Microsoft Windows NT 2000

Microsoft IS 4.0-Microsoft Windows NT 4,0

Microsoft BackOffice 4.5-Microsoft Windows NT 4.0

Microsoft BackOffice 4.0-Microsoft Windows NT 4.0
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B b ) A S DAL

RIAMRER: 1S4.0F1SS.04 Unicode F MMM LR HE— M EERA, B
R A LR USTATAEE M S . BOSHTTFXHE, R0 4 €5 unicode T
%, CARHHTREG, MR PR — TR D T S BUISHHR AT TR AT
Ftbwebtil B R LASMICMFo

FWRFEAE GRS FMAKERRSGLISHBRRERE, EPTRENTHERIHF.

(1) MERLERASEATTRAT H R T RIATER RS a4

(2) FREEERALMFHAS.

ARKEE. 5E/RRE M OB TCPERE — R REASHHRNE B’J%ﬂtﬁ?@,
"GET/scripts/..%c0%af..%c0%af.. %c0%af.. %c0%af../winnt/system32/cmd.exe?/c+dir+c\HT
TP/1. 0%

"GET/msadc/..%c0%af..%c0%af..%c0%af.. %c0%af../winnt/system32/cmd.exe?/c+dir+c\\
HTTP/1. 0"
"GET/_mem_bin/..%c0%af..%c0%af..%c0%af..%c0%af../winnt/system32/cmd.exe?/c+dir+c\
\HTTP/1. 0", .
"GET/_vti_bin/..%cO’%af..%cO%af..%cO%af..%cO%af. Jwinnt/system32/cmd.exe?/c+dir+c\\
HTTP/1.0";

BEERERENRROREG, RTFHHLE, ERERAATRTLS
" “<DIR>” . “200” B “2027 MIFHFER, WREE, MHEMNFHFEZRER, TN
A

FEEHAHEWT:

(1) SRR T IR TH

sad, sin_port=htons(80);//WWWi 05

sad.sin_addr.s_addr=inet_addr(host->ip);

sad. sin_family=AF INET; .

soc=socket(AF_INET,SOCK_STREAM, 0),

(2) W BRENAEEEFR

connect (soc,(struct sockaddr*)&sad, sizeof (sad))

(3) RIEGETIHER: “GET+RMFHEM+PMNBFR”

send(soc, cgiiisnamel[i],sizeof(cgiiisname[i]}, 0)

@ BWBEFREKE, FERREBAFRETEE “200” 5 “2027 Bk

“<DIR>" WIFFFH, WRER, WAEXTFELRR, TUAFE.

recv(soc, rbuff, sizeof(rbuff), 0);

49



RFIE TRFMHPIRAESF B

if(strstr(rbuff, "<DIR>")!=NULL)
{return TRUE;}
else if((strstr(rbuff, "200")!=NULL)||(strstr(rbuff, "202")!=NULL))
{return TRUE;}
¢lse return FALSE;

4) IEREE XA RREAEGRE

B H AR AR IR 5 TR, aIEAILA MR AR (exploit) kXt B4R
BATHR, WMARMNFHEEEE RS SR, WHEERR. ExHyEnss
BRI R — R AUBER, BRI I 05 R I U R P R G048 ANRR AT S MR R
MBFRREIBARE, HHTHE S BARSRAE TR,

EAF BAMicrosoft Windows LSA (Local Security Authority Z#i%£$HRE) iE
R B v L 0 TR) A9 1) U B A2 R VR A s

Fl#iE: Microsoft Windows 1SA  (lsasrv.d11) /2 Windows % 4 i — > = iR
% . LSASS DCE/RPCAi % i HiMicrosoftifizh H #REFHE—MBHEEHER, &
FEBLE & 7 UAF FIZ A IR EASYSTEMM PR 7E R 45 L PUTEE TR 4.

WREREEREFERE: —&i53) HRRS T Windows HRH 1 “debug” FH
REAERER ARSI, Esasrv.dISERMERBEHEEBLBRAE MR, Hpi
vsprintfQR B TRV AFE R H. dITHRESXAND RN FRFESHBOERNDR
ZMERE, BRFTETSHEIXE M. B9 RPCH MU T B 15 A S8+
ZRE A AT, FHAKLERPCES, KdiH I LSYSTEM HRERL LHITIE

RFZMEL: Microsoft Windows 2000 sp2, sp3, sp4; -

Microsoft Windows XP sp1;
Microsoft Windows Server 2003

CVEID: CAN-2003-0533

AR RN TF#EMicrosof B2 HEHHN T .

FERLHABWT

char Isassrequest1[]=

"w00\x00\x00wx 5 7\ fAx 53\x 4d\x42\x 72\x 00\x00\x00\x 00\x08\x 01 \xc8"

"x 0000\ 00\x 001x 00\x 00\x 00\x 00\x 00\x 00\x 00\ x 00\x 00\x D0\x 66\x 7a"

"x6b\x00\x00\x00\x00\x34\x00\x 02\x4c\x41\x de\xdd\x4 1\x4e\x 31\x 2e"
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"x30\x00\x02\x57\x69\x 6e\x 64\ 6£\x 7T\ 73\x 20\x 66\x 6£\x 72\x 20\ 57"
"x6fx72\x6b\x6 7\x 72\x6£\x 75\x 70'x 73\x 20\x 33\x 2e\x 31\x 6 1\x 00\x 02"
"xde\x54\x20\x4c\x4d\x20\x 30\ 2e\x 31\x 32\ 00";
char Isassrequest2[]=
"x00\x00\X 00\ 9e\x X 53\x4d\x42\x 73\x 00\x 00\x 00\x 00\x 08\x01\x 8"
"x00\x00\x00\x00\x00\x00\x00\x 00\x 00\x 00\x 00\x 00\x 00\x O0\x ff\x fe"
"x00\x00\x 00\x 00\ 0c\x fiix00\x00\x00\x 01\x40\x02\x00\x 01\x00\x 00"
"x00\x00\x00\x44\x00\x00\x 00\x 00\x 00\x 5¢\x00\x 00\x80\x63\x 00\x 60"
"x61\x06\x81\x06\x2b\x06\x01\x05\x05\x 02\xa0\x 56\x 30\x 54\xa0\x 1a"
"x30\x18\x06\x0a\x2b\x06\x01\1x03\x86\xaa\x 95\xf2\x 33\x06\x06\x0a"
"x2b\x06\x01\x04\x01\x82\x37\x02\x02\x 0a\xa2\x 36\x 04\x 34\x de\x 54"
"x4c\x4d\x53\x53\% 50\x00\x01\x00\x00\x00\x 9 7\x 82\x08\xe0\x 00\x 20"
"x20\x 20\ 20\x 00\x20\x 20\x 00\x 00\x20\x 20\x 20\x 20\x 20\x 20\ 20\ 20"
"x20\x20\x00\x00\x00\x00\x 20\x 20\x00\x 00'x 20\x 20\x 00\ 20\x 20\x 20"
"w20W%00";
(1) SlBERF VG ER T &
server.sin_family=AF _INET;
server.sin_addr.s_addr=htonl(host->ip);
server.sin_port=htons(445);
s=socket(AF_INET,SOCK_STREAM,0);
(2) | BErENURIEETK
connect(s,(struct sockaddr *)&server,sizeof(server))
(3) RIBFMRHEMDE] HAR N, BEBOFHIE B iR EHUR FRSEE
if(send(s, Isassrequest1, sizeof(Isassrequest1)-1, 0))
{
ut[0] = 1;
ul[1] =s;
1 = select {0, (fd_set *)&ul, NULL, NULL, &timeout);
if(l == 1) |
{

1 = recv (s, recvbuf, sizeof(recvbuf), 0);
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if(1>=0)
{
if(recvbuf[9] == "x00' && recvbuf[10] == "x00' &&
recvbuf11] == "x00' && recvbuf[12] == "x00")
{
if(send(s, Isassrequest2, sizeof(lsassrequest2)-1, 0))
{
1 = select (0, (fd_set*)&ul, NULL, NULL, &timeout);
if(l==1)
{
memset(recvbuf,0,sizeof(recvbuf));
I'=recv (5, recvbuf, sizeof(recvbuf), 0);
if(1 >= 0) |
{
if(recvbuf[9] == "x16' && recvbuf[10] == "x00' && recvbuf[11] ==
"%00' && recvbuf[12] =="xc0') /45 i I R GEIR [ B8 R0
{ return TRUE; }
else if(recvbuf[9] == "x0d' && recvbuf[10] == \x00'
&& recvbuf] 11] == "x00' & & recvbuf[12] == "xc0')
(ATIEAN T R AR SRR Bl R A
{ return FALSE; }

}

closesocket(s);

}
fesb, SRR IR, FHE AR ] A SRR SR T 55— 7 i A U 1 SRAR
W BT HRRRE39, 44500, FRATEL B0 05 B AR EFLEISMB (Server
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.
M!*:‘j

A SRR K Bk WA AT X

Message Block R4 85 B SifdsE, EHEMEPENRTEEXRNOKEYH:
SOFTWARE\Microsoft\Windows\NT\Crrent Version\HotFix\KB835732” . 1 RAF7E, RIIA
HERACTEYEIT THT: AEE, WHAEXFFE LR,

5) f 1 A4Ra

WEBFRR EEL LN BB MRS OEIEQHH R, REEHFRPEA
F 420 O A SRR P B M E BB R R B R D AP AR b, TR
AE RO BRI 3 B R XA M 5 P i B PR B R T PR 55 28 B B RAFALE

(1) POP55 D4 IGRFIH

POP3tHY CHBJRIMISL) B —FF A VEH F AR IR & 25 UUR B4R 3L, ERAP
L0 4 REHAEREN. 3T POPITEN4RFAMT LR M PRRIEROS
SR, CRNEE—EELOREAFRAMNAFRRIOS, AT ITARTE
. AR, £S5 BARRD110%EE, FAPOPIMN AL TIMERS. #B—: K
#"Usemame\tn” % HAFEH. SE=. HMNEEL, WRFEFEPEE-ERR (R7R
ERERMEREATHROGY) , WAARRAER WRERFEEH+OK (R7E
ERNRREBEZE PR ENRERANNS RER , WHFHFHRER. 2R
=. Bi¥ “Passwordtn” L HEEN. SRIT. HAKNEFR, WEERTEE-
ERR, MO4##; WREEPEEHE+OK, MOLEH.

Eit FRSBHAKES, g RISGHAA04.

(2) FTP55 04 FwiF 1A

mﬁ}iﬂﬂﬂﬁﬁi#%%ﬁ}ﬁb RE—ABTRE ERG B CHEERT. AP
EHEEFTPIRE %, UHABEHFTPIREG REGAFFHANS . FIPSHO4HRHIE
wF: 7 : ,

HB—: BISOCKETE R, Wi BiRENH RATEFTPIRS .

SB—. WRFIPRTAWE S EH, &%(5 B "USER anonymous\i\n"4 H #7E
Bl.

BB, HENEFEREERETHI, BIRE “APBERM, TEOL”,
RE, WTLAE &% .

SR, MRAEFTRIFOS. AR LARAXEAIDS . K&
“USER User_Name\n\n” 45 E ¥R L.

SR HENEE B EHFET A8, wEE, WA, AIEH.

SN : K% “PASS Pass_ID\i\n” %5 B#FEHL.
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SBE: AWNEEREFEFRT 20, B0REAFBX. WEE, Wk —
HEHPARRMO 4.

MELERBIATEAE Y, SSRAPSREEEE EEONS MR, REENRELM
FESHRVOREN LIRS, WERE LR CIRRaEN, 98T R4
FRZEERNZRRANARET . EyRBRAKIRETREZRENTE, LB
AT ELMEUE . WS EE S %R Rett m I I M HERR R 3

5.4 RENX

AT HRFFREHBOFEREREHEE, HHETTEHHINK, 5 Xscan
V2.3 T xEE. REES, PIAEERSREARNRE: BRPEERENMERNE
AEELIT B Smtp, ftp, 1pc, sql, smtp, cgi, iis, finger FRHHEL, SUNE 5-
7, 5-8. 1 BiAR R FIERR#RR 1-139, 1080, 1433, 2049, 3128, 3389, 5000,
7000-7010, 8010, 8080, 8181 X/l AuiA, Xt fip 55 4R E KRR D4,
T, A Xscan M cgi, iis B EPEIFTE TR cgilst R E T 5EXTHS840
IRl PR RS - 5

HMMZREER: REMEN, 1Pihht#%219.226.86.139, ##1E &SR Windows
2000 server, FERSFLENG, BHTHEMELMALIHT, RARIFEISEE.

o S 1 " PHINIER o

7 CGH ~ P = 201

¥ RLGIETRY 1 SERVICLS i mBban
& FINGER i~ BELSIGNS T EXITEND
e EMTP f GROUPS

" e v G ?»uurs

T TRANSTONTS P SHARES

@ i Aw

B 5.7 KRR Bl ®

Fig.5-7 The scanning configuration of our scanner
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AR LB RT3

m‘ e 3

CRIKH

SQL-Server§BLIS
I rreggn s
[ HT-Server$30%
FetBjox
SNTP;
I POP3gECI S

) CGIm
| TISHAER
BI
=905
Sygatelfi

e | wm | [TwE | mm |
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WL

LR IO,

A 5-8 Xscan 438543k ik 45
Fig.5-8 The selected scanning module of Xscan
RHER: FHAXPHSERH, ARENRERARXBEAR PR RGN

“Windows 2000/NT”, F&ERRHER. RIENITET21, 25, 80, 135, 139 ,
443 , 445, 102550, EHHFEHHCCIRAS EFHRTEYE . FREBTAE
MEAS9PTR, AMETAEAEABEEETEMRARRAAERAK, AHEED
FRBFERME, RN K S T A RS0 AR A, 4
ERAL®K. CVERS. MAKE. RRAFEHSER (DHU3, 2, 1FXH, F,
€). Bhbh, FMLEHREERETHIMLARS RN, K—RFElog X kB, HE
RAHEES. RIMOANESTHEFLERNES-105175.

95



R B K S B - R A 2 R

Ak B Ry b
= X & &
zﬁﬁ"ﬁﬁi @LI:IBS )EEE*: BiRE HTML?E"‘ =T
B#RIP: (719,276 86.138 7]
1Y ] masm LRARS | mEn%E BT
& OPEM PORTS Mgrosolt 05 COUX M2 HE IRMEIRIN CVE-2001-0333 MRETAFERE | SORARESF MGG, ARlieE.. 3 |
& SHARES showtode s BITEEEIRE RBIHER  CAN1999-0737  Morosot BERALEN T — P 2R (M569-013) 5. | —
loxdpage.cg B RPIR AR CANZO00:1092 AHGERIFE THGIR. EERATARIESHRPI 1
> USERS Merosoft Frortpage IS BT BRMBEA... CAN20000413  EEHMEASE : NARRE excRbhtmdl, i&.. 1
o GEOUPS Merosoft Ste Server (T FISUHBE RIS, CANI909-1520 (RTIMAALE S Bmﬂsgf*rmrp!s!mhgme e B 3 =
& TRANSPORTS Farrrmeda CrdR kinn TAUTESTEESRER EANINNINTTE dapH R ICEDOC .. 1 !
o DATETINE - 1
& SERVICES Contert - Type: text/htnl i‘i_\_j
: :Ezi::ﬂ: <body> ChIDBIIR/L. | $01 INIERNAL ERROR! b
/hi> Chodyd> FRIISIRENTH HFEREARERS, EHLSH. ..
© FIP 134/ _vti_bin/. .%25%35%63. - ¥25X3SK03. . X2ENI5NEI. . N2I6KISKGD. . K25KI5K
< SHTP 53, . /winnt/ systen32/end. exc?/ cHping+-14655004—t+
< FINGER A/ sexipta/. 42521, _ Joirme/ cysten32/cnd. exelferdirte:\
o> RPC 1338/ seripts/. . %2550, . /winnt/systen32/cad. exe?/ cdicde:
) 135/ seripts/. . $%35¢. . fwinnt/systend2/ond. exel/ crdirte:\
o PRENTER f3{E/ soripts/. . X¥35883. . /winnt/aystendz/cnd, eus W ordirder
o 6T 138/ seripts/. . K25XITREI. . Suinnt/systend2/end. exe?/ etdivte:\
& LIS 3R/ scripts/. . %cO¥af. . /vinnt/systend2/cnd, exe?/ ctdir+oi\
135/ seripts/. . e1X0e, . Avinnt/systend/ end. exe 2 etdizte:\
o Extend THE/ soripts/. . Xcl¥pe. . /vinnt/systen32/ond. axe?fctdir+e:\
135/ scripts/. . %c0XOv. . Avinnt/syst end2/ cnd. exe 2/ chdicde:\
i AW/ vti bin/.  %25%39%63. . $25%35K63. . 2 . X25%35% !
e (MR s (GRS JIRET ISnanAs TRES 2

B 5-9 Bz Ran
Fig.5-9 The interface of the scanner

IH@“@WIMWIM?W

A PE R S e £ :

IR DT B R PR RS TS og19.226,66, LISTRITERE WAR M L R e
[ E4RIPREALY - 219, 226. 86. 139
[SHZVRERE] :  Rindows 2000/NT
| €jgivd: k. Jmb I

21

25

80

135

138

443

445

1025

LiisfiEl .

/_vti_bin/. %25%35%63, . %25435463. . NZ5K3IGN63. . K2OK35K63. . KI5K3I5%63. . /winnt/systen32/cmd exel/ctpingt-1+655004+ -1+

/seripts/.  X252f. . fwinnt/system32/cnd, exed/ctdirter\

/seripts/. . %255¢. . /winnt/systen32/cnd, exe?/ctdirte:\

/scripts/. . 8%35¢. . /winnt/systen32/cnd exe?/ctdirte:\ :
. -Ir-»\—-: nrat SRUMRT St Fensnt a3 fomd ava Sl ikt k]
il o Bme

B 5-10 dadhsE RAR4

Fig.5-10 The scanning report
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AREILKFBEITRAE AR

F4b, BAVER Xscan HF—& EMBATHME, RABRANER, ARMERIRK

A RAAR.

AT BLEET Rl LA e L E 59, Bl S BEmetm, XK
L MR SR I . Xscan TR HUS M 3R B4 1 T iR 4RI 450K
A 5-11. PN EIES RO HE R 18] R BRAT4T 3 B Al 219.226.86.139 HIIIH4:
£, NEDTLIES, Xscan KA ER 9:01:39 E 9:07:41, it 65 028, X
BRAHER 5 4 55 B, BN AR T ARESRESEX, BHNEEAMKEE
T RIRER S AT B, BAT—IMT 5 kilk, BEHLRLE 5-3.

xmmmm-&mmnm

Jut O HE L Paxdoemn @
D) BYRABLD TR MERNS HRinds:_219.220 86130 Mm [ @wr am >
X-Scan v2.3 i2iHEE [X-Focus] -
RV :
FRMD
oA
SAL-ServerB O
FIRfiOo$ ]
SATPRN
IR ]
T15&A H
Fingo il !
ETe L
219.226.86. 139 - 219, 226. &6, 139 F
PR :
(219, 726. 88, 139: mﬁm:zun zum “nsty”] i
ATAn . o Syl B
%ﬁn;m SrmpfXA SSLAR uinci] o_S-urgrnﬁ ;m:'” S:;,“;T ﬁg’;g sm;n m';ﬁ:n :ocmm n-;usa;n rgnmom' s",‘l"f‘
s, G T 1000 2 .
@17 PELT] B
, B 5-11 Xscan 123484
Fig.5-11 The scanning report of Xscan
£53 A E L Xscan {3#etE st L E
Table 5-3 The conlrast of scanning time between Xscan and our scanner
w HiwEH HFHRPD Xscan ER#E
e E A4S R
1 219.226.86.139 21. 25, 80, 135, 139 , 443 , 445, 1025 65 02% 54558
2 219.226.86.136 135, 139, 445 14 528 14338 %
3 219.226.86.142 135, 139, 445 245y 03 1448 %
4 219.226.86.135 135, 139, 445 147 49 & 14338
5 219.226.86.129 23, 80, 25 54 10 5403 %
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AXEFAMN TRFEGEX. FERE. FE. SROEME, R& T RAM
KR, o, ST MERFDMBLRTH—BXREAR: WOAM. #iE
FEIRG. BRI SR AR RN EREMT Winsock.

MK, KXEERAEH, BESH TRAKESARYE, e T Rxm s A
ARE AR GE S BRANRR. FELERLE, 27T RBESIHRFEHE
B, 4T —MRARSEENEERAPHERNSEBI TR, HAHETERE
MRS R EMA ML, RREET R ERELR AERRLRES, Wb
TRAEHAE B AfEF U ARSI, AT RANT R.

HAh, ASCEFEAVIRFEH SR REARER L, BT 2% KRR 6T,
FErhX . BARRSREROSRNENRR ML E, A Winsock GH T
Rk,

BF B RANR, T T AREMERY, FiBIEE Xscan SIHSEIERR
AR R — & A TR B R, U A SRR A KSR B iR
HIpSRE T RATHONE, BEHAEGH DBOH BirENE, ZHRARAN
HE.

ARG TFHEMEERR, ZRBSH—LIRETET —PHEE, KK
SEFH— BRI, BEERE THERETEM:

1) SRR IRFIRIE 7R LB 8, IRFI SR BHURE, KRR T
R MNER” RBIECR, REEMTEHLRRHMRARERE, URES
i 0pY &

2) AEHEMEHBHARERBNIRIEEE, RNY REFE, FREEH
AHMBFY, TERERREEE, RSELENER.
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RIRICB LSRN ERFM4. BB =FRERES . EBEPRZEN KR —BRK
TS A

RBMBOFEN, ROKE., BAFSHNEAZR . RERMBHEN & RIS
s, BATTBENTF SE BB A = SE Mk, IRAIBISCRF R REBRAIEI A .

BRECREHAERKEWE UL R XEELES, SR TRIF. ROo0H
BhEIBAL BN, R A .

63



AR TR TR AR

BZF AR EZRIFARRIER

Peng Xinguang, Yan Meifeng, Trusted Anomaly Detection with Context Dependency, The
Journal of Shanghai Jiaotong University ( ¥ A8 X F 2 ELIR). (BFRAD



	封面
	文摘
	英文文摘
	声明及关于学位论文使用权的说明
	第一章绪论
	第二章漏洞及漏洞扫描概述
	第三章关键技术的原理介绍及分析
	第四章策略驱动的网络漏洞扫描器的原理及系统设计
	第五章网络漏洞扫描器的实现及试验
	第六章结束语
	参考文献：
	致谢
	攻读学位期间发表的学术论文目录



