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Abstract

With the popularization of network and Internet applications, security issucs
are becoming more and more imporiant. Accordingly, security protocol, the most
effective way o solve security issues, is of the same importance. But it is not an
easy work to ensure the validity of security protocol in the sophisticated network
environment, which has become an important research subject. Great efforts have
been made by scientists to meet this challenge during the past 20 years, which in
a sense shows the difficulty of security protocels analysis. Among all existing
theories and methods, formal analysis is an outstanding one.

The updated research fruit--Strand Space Model (SSM) brought forward by
Fabrega, Herzog and Guttman is of the best prospect among varieties of formal
analysis methods at large. It fully absorbs former researching results and uses a
kind of order graph between its nodes existing casual relationship to demonstrate
the action sequence of main body and intruder of the protocol and deduce the
validity of the protocol by means of certification. It can prevent the bursting of
status space and is practical, intuitive and strict for formal analysis of security
protocol. |

This paper does a further study on the SSM, and then analyses numbers of

security protocols based on it as follows:
1. Yahalom protocaol '
Establish the SSM of Yahalom protocol and conduct the further discussion;
2. A kind of authentication protocol based on a transmission model

With S8M, we find out its dropper and create a new attack on this protocol

and make some improvement;
3. ISI payment protocol
We apply the SSM to the analysis of fairness of E-business protocol.

Additionally, we study on proxy multi-signature scheme in basic theory and

present a strengthened proxy multi-signature scheme.
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n'<n, Wl a'="n Wn'eC, BN n BIBPITHR, EEU, tuns termin’,
SERE R IRT S X T AR 5 R i, %

4,13 B @R

UHERURZ LN RAARH EXEEH—IARPLY, THEE
—HMEEVURAMBLUNTRYE, TRAERATEFHESM LRGSR
I RaERUEARNEE, A RERT, BAL%E0EERNED
HENT M, EACERETHREHRSEN, HEFEIBESHIE
FEERRE, SRR TR EE B O RS R G T R




AEZEXEFMIARER LY guA

L EEN S, AEERATHNTENEERER. BTRENEE
MEVEARAMIAEANBNEHHENED. RESHERNEYE
G Ke . 8 K, BETICRENGANENFE &N, COBEHIHEN
ATFERARETENREES, CURRIE U IORN B €8 B fHAL T &1
FIFtFRE . M RSEFE SEROMERZENTH. AhHENEEHTE
AR BokFoR, W& Bk THREERS. Al BENGERA S ME
PEMBEEHRNEY, RFRGESNTARABHEN S B p #R), K
FRWAEMT R, BlE a0 E AT MBS 4 S kiR -

M[t]. <+>, teT: Kot &0 LIBER R MR T s
Flg}. <-g> Bl E R R
Tlgl. <8, +g, +g > B EHRE - MEB BN ER %,

Clgh).<g, -k, +gh>: REEHBENFAMEEBEERZL £,
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ASABET—TEIEMEEEL KBLE, Bl sScl, XEN KSE—
B, hekkiS], E{lx ARBBIMMERE, £4F “AhmEEs” HES
el {(hhe. HICTHEEN 48 XTHANTEELAME, FUTE~P B
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K
(2) B-+CS : {{money} gy 5K, Transaction},
(3) C§—B : {{new_money} ki sy
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